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Course 16.399: “Abstract interpretation”

A few definitions from previous lectures. ..

— From lecture 8, recall the forward/bottom-up collecting seman-
tics of arithmetic expressions:
Faexp € Aexp — p(Env[P]) — p(lp),
Faexp[A]R &t {v|IpeR:pFA= v} (1)
— the collecting semantics of boolean expressions:
Cbexp € Bexp — p(R) — p(R),
Cbexp[B]R & {p € R|p+ B = tt} (2)
— From lecture 14, the forward reachability collecting semantics

of commands:
Rcom € Com — p(Env[P]) — (inp[C] — p(Env[P]))

http://web.mit.edu/afs/athena.mit.edu/course/16/16.399 /www def
p:// fats/ /course/16/16.399 /www/ Reom[ClRE 2 {o| 30 € R: ((atp[C], &), (& p)) € TIC]}
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THESE — From lecture 16, the generic abstiyraction of value properties:
,,,,,,, (0lle), ©) = (L, C) (3)
Nihutrsl:Scleatifhgue: et Mciicale de et — the abstraction of environment properties:
Institut National Polytechnique de Grenoble ’Y .
il i (p(V—=1p), C) == (V— L, C) (4)
. Conferz?t‘;;eRecord Where a
Patrick COUSOT PRINc1PI;_%I;%—;HPQ%RSZ:AA;?SIC%AA%NGUAGES Ol( R) déf X € VO(({ p(X) ‘ pE R}), (5)
. def
e e A(r) = {o | VX €V p(X) € v(r(X))} (6)

ET D'APPROXIMATION DE PCINTS FIXES
D'OPERATEURS MONOTONES SUR UN TREILLIS,
ANALYSE SEMANTIOUE DES PROGRAMMES.
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— the functional abstraction of monotonic predicate transform-

ers: N

BV > Tg) ¥ p(lg), €) 5 (Vs L) 25 L, £) (7)
where
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() L aodoy, (8)
> def .
Y(p) =vepeoa

— the nonrelational abstraction of the forward reachability col-
lecting semantics of commands:

(p(R) — (inp[C] — p(R)), )

C .
% (V= L) (inp[C] — (V o L)), C)
o
where
a[Cle & Ar AL a(p(3(r))(£))
V[ClY & AR M A(P(a(R))(£))
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Abexp[BJAY. L& Av. 1 if y(1) =0 (12)

— the generic non-relational forward reachability abstract seman-
tics of commands: .
Acom[C] J a[C](Rcom[C]) (13)
(14)
— From lecture 16, basic abstract operations
n = a({n}) (15)
?" 3 a() (16)
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— From lecture 16, various generic nonrelational abstract seman-
tics, starting from the abstract semantics of arithmetic expres-

o Faexp [A] J o (Faexp[A]) 9)

— the generic nonrelational abstract semantics of boolean expres-

sions: .
Abexp € Bexp+— (V— L) +— (Vi L) (10)

Abexp[B] I a(Cbexp[B]) (11)
and for the empty set:
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— From lecture 16, the initialization and simple sign abstraction:
a(P) & aet (P C {0} ? 8ot
| P C [min_int, —1] U {23} ? NEG
| P C {0, 2.} 9 ZERD
| P C [1,max_int] U {23} ? POs (17)
| P C]IU{Qa}? INI
[

TUP)
and concretization:
~(BOT) di‘ {2} Y(INT) ¥ TU {2},
Y(NEG) ¥ [min_int, —1]U{2a} ~(ERR) & {02;, 2a} (18)
~(ZERD) % {0, 2,} y(T0P) ¥ I

’y(POS) [1 max_int] U {23}
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Generic backward /bottom-up static
analysis of arithmetic expressions
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% cd Initialization-Simple-Sign
% ./a.out ../Examples/examplel3.
{ y:ERR; r:ERR }

% cd Initialization-Simple-Sign
si% ./a.out ../Examples/examplel4.sil
{ y:ERR; r:ERR }

0: 0:
y =7, y =7,
1: 1:
if (y = 0) then if (y = 0) then
2: 2:
r ;=0 r =y
3: 3:
else {((y < 0) | (0 <yN} else {((y < 0) | (0 <yN?}
4: 4:
r =0 r :=0
5: 5:
fi fi
6: 6:

{ y:INI; r:ZERO }

{ y:INI; r:INI }
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Motivating example

— The forward /top-down static analysis of arithmetic ex-
pressions brings no information on the values of the
variables appearing in the arithmetic expressions when
the expected result of such expressions is known, e.g.
in tests

— Example (initialization and simple sign):
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— Example 13 (left) where r = 0 at point 6: shows that

in example 14 (right), r is not known to be 0 at line 3:
whence that y is not known to be 0 at line 2: whence
that (y = 0) brings no abstract information on y at
line 1:.

— More generally, any information on the possible result
of an arithmetic expression should bring information
on the values of the variables involved in the arith-
metic expressions for its result to satisfy the knwon
information
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Backward /bottom-up collecting semantics of
arithmetic expressions

— The backward /top-down collecting semantics Baexp[A](R).

of an arithmetic expression A defines the subset of pos-
sible environments R such that the arithmetic expres-
sion may evaluate, without producing a runtime error,
to a value belonging to given set P

Baexp € Aexp — p(R) — p(In) — p(R),

Baexp[A](R)P £ {pe R|Jie PNI:pt A if19)
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=

Backward /bottom-up collecting semantics of
arithmetic expressions is a lower closure
operator

THEOREM. VP € p(R) : AR. Baexp[A](R)P is a lower
closure operator [
PROOF. 1. Monotone. If Ry C Rythen {p e R, | i e PNl:pF A=
1y C{peR|FePnl:pht A i} whence Baexp[A]((R1))P C
Baexp[A]((R2))P
2. Reductive. {pc R|Fi € PNl: p+ A i} C Rand so Baexp[A]((R))P C
R
3. Idempotent. {p € { € R| F € PNnl: p+ A= 1} | 3j €
Pnl:prAejt={peR|JjePnl:pkt A= j} and so
Baexp[ A ((Baexp[A]((R))P))P = Baexp[A]((R))P
O
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Operational semantics of arithmetic
expressions (recall)

Let us recall that:

pFn=n decimal numbers; (20)
pFXE p(X) variables; (21)
1€l
m random; (22)
pHAewv unary arithmetic (23)
pFuAE= uv operations;
pt A1 = v1 pl A2 = U2 binary arithmetic (24)
pH Aib Ay vibyy  operations.
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Structural definition of the backward/bottom-up
collecting semantics of arithmetic expressions

Baexp[n]|(R)P = (n€e PNI? R:0) (25)
Baexp[X|(R)P = {p€ R| p(X) €e PN} (26)
Baexp[?|(R)P = (PNI=07?0:R) (27)
Baexp[ud'](R)P = Baexp[[A']](R)(gZ(Faexp[[A']]R, P)) (28)

where u (Q, )déf{UEvaePﬂH}

Baexp[A; b A3 (R)P = (29)
let (P1, Pp) = b (Faexp[A1] R, Faexp[A2] R, P) in
Banp[[Al]](R)Pl N Banp[[Azﬂ(R)Pg

where b (P, P, P) e {(v1, v2) € P x Py |v1buy € PNI}

T U
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Structural definition of the
backward /bottom-up collecting semantics of
arithmetic expressions

Before providing the proof, let us recall a few definitions from lectures 5 and
8:

def

Baexp[uAd](R)P

{peR|FjePnl:ptud & 5} (by (19)§
= {peER|W:pF-ABvAuve PN} {by (23)§
= {peR|HWe{v|WeR:PrA=v}:prtA=iAud e PN} (set

theory§

{p € R| 3 € Faexp[A|R: pF A =1 Aut’ € PNI} {by def. (1) of

def

Faexp[AJR={v|3p € R: p'F A = v}§

w2, = 0,
_m. @ ifuicl (30) = {peR|3i'c{jcFaexp[A]R|ujec PNI}:pt A =} [set theory§
;Zd:fga ifuiﬂ’. = {peR|H €{j € Faexp[A]R|uje PNI}NI:p+ A' =1} {by (30)§

Q b_'u af o = {pe R| 3 enl:u,(Faexp[A]R,P)p+ A' =7} {by letting
b0 0. w(@P)={jeQ|uje PN}

T = Baexp[A](R)(u (Faexp[A]R, P by (19
e th o nibeCl - b A')(R) (s} (Feexpl4] R, P) by (19);
by = d1bdy,  if be{/,mod} A €EINNAG € INN; A4 bi €, — Baexp[A; b A (R)P

. . def . . . . .

11biy = (23, lfZ1b12€HV(b€{/,mOd}A(llQHHN\/’LQQHHNJJ). def {pER|3jEPﬁH:p}—A1bA2t:>j} Zby(lg)S
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Proor. = {peRlEI'Ul,’UzZp|_A1$:>'U1/\p|_A2':>’U2/\'UID’U2GPQ]I} Zby(24)3
— Baexp[n](R)P = {peR|Fnel:Fnecl:prtAimvuApt A = vAvibv € PNI}
def . ) . {by (31)§
= {peR|FePnl:pkn=j} (by (19)§ ={peR|TFne{v|FeR: prAizv}inl:vne{v|Ip eR:pt
= {peR|nePnI} {by (20)§ Al ulnl:pF A5 v ApkAvs vy Avibuy € PN} (set theorys

= (e PNI?R:0)

— Baexp[X](R)P

“ {peR|FGePNl:pFxrj} {by (19)§
= {p€R|p(X) € PNI} {by (21)§
— Baexp[?](R)P

“ peR|FjEPNI:pt T 5} {by (19)§
= {peR|F PN} {by (22)§
= (PN1=07?0:R)

Illil- Course 16.399: “Abstract interpretation”, Tuesday May 3, 2005 — 18 — ©) P. Cousot, 2005

{p € R| Jv; € Faexp[A;]RNT: v; € Faexp[A]JRNL:ptF A2 viAphk
Azlff’Ug/\’Ulh’Uzepm]I} zby (1)3
{p € R | v, v2) € {(vy, vy) € Faexp[Ai]R x Faexp[A:]R | v1bv; €
PNI}NIxI:pkAi= v Apk Ay vo} {set theory§
{p € R | 3(vy, v5) € b,(Faexp[A,]R,Faexp[4A;]R, P)NIx1:pt A =
vy Apk Ay = v} {by letting
b.(Py, Py, P) = {(v], v4) € P x Py |vibvy € PN}

let (P1, P,) = b,(Faexp[A;] R, Faexp[A;] R, P) in
{p€R|3’1}16P10]I1p|‘A1|$’l}1}ﬁ{p€R|3U2€P20H2/)|‘A2¢>U2}
{set theory§
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= let (P, P) = pZ(Fanp[[Al]]R, Faexp[A:]R, P) in

Baexp[Ai](R)P1 N Baexp[Az](R)P; 5

Observe that by their definitions, gz and pz are both
monotonic in all their arguments.
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Generic backward/bottom-up non-relational
abstract semantics of arithmetic expressions

We now design the backward/bottom-up abstract se-
mantics of arithmetic expressions

Baexp € Aexp s (Vi L) = L (Vi L) .

The objective is to get an overapproximation of the back-
ward collecting semantics (19) such that

Baexp [A] 2 o'(Baexp[4]) . (33)
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Generic backward /bottom-up non-relational

abstraction of arithmetic expressions

Given an approximation (3) of value properties, we approximate
environment properties by the nonrelational abstraction (4) and
apply the following functional abstraction

<

(B(R) - p(In) 25 p(R), ©) S5 (Vo ) 25 Lo (V 5 L), )

where

$C ¥ ¥ VREpR):VP e p(I) : $(R)P C ¥(R)P,

LY aef VrEVr—)L:VpEL:tp(r)pgzp(r)p,
a’(P) Ar € Vis L. Ap € L.&(®(y(r))v(p)), (32)
7' (9) = AR € p(R)-AP € p(Ig)-7(p(&(R))(P)) -

T
III" Course 16.399:

def

def
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Structural definition of the generic
backward /bottom-up non-relational abstract
semantics of arithmetic expressions

Baexp JAJAY- L)p £ Av. L if 4(L) =0 (34)
Baexp [n](r)p = (n'(p) 27 : AY. 1)
Baexp [X](r)p £ r[X := r(X)Mpr?’] (35)
Baexp [?](r)p £ (?°(p) 272 AY. 1)
Baexp [uA](r)p < Baexp [A](r)(u"(Faexp [4], 7))
Baexp [A; b A, (r)p = let (py, p) = b'(Faexp [A:]r, Faexp [As]r, p) in
Baexp [A:](r)p: 11 Baexp [A;](7)p:
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Parameterized by the following backward abstract operations on L:

n'(p) = (ney(p)NI) (36)
7(p) £ (v(p)NT+#0) (37)
u'(g,p) 2 a({ze(q)|uieq(p)NI}) (38)
= a°b'(v(q),7(p))
b'(g1,92,0) 3% *({(11, 22) € 7Y*((g1, @) | biz €¥(p) NI})  (39)

o*(u'(7(q1),1(22), 7(P)))
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= {def. (6) of ¥§
a(0)

= {def. (5) of &f
AY. L.

Given any r€ V= L, 7 # AY. L or y(L) # 0 and p € L, we proceed by
structural induction on the arithmetic expression A.

1 —— When A =n € Nat is a number, we have

a'(Baexp[n])(r)p
= a(Baexp[n](¥(r))7(p)) {def. (32) of a'§
= a&((nery()NI?4(r):0)) {def. (25) of Baexp|n] §
= {def. conditional (...7?...5...)§

(ner(p)NI?a(y(r)) : &(0))
C {6 o 7 is reductive and def. (5) of &§
L] [T
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Calculational design of the generic
backward /bottom-up non-relational abstract
semantics of arithmetic expressions

PrROOF. We derive Baexp'[A] by calculus, as follows
o’ (Baexp[A])
{def. (32) of a’§
Ar € Vi L. \p € L.c(Baexp[A](¥(r))y(p))
{def. (19) of Baexp[A]§
MeVeLapeL.a{pecqr) | Hey)nl:pkA1}).

If r is the infimum AY. L where the infimum L of L is such that y(L) = 0,
then 4(r) = 0 whence

a’(Baexp[A])(\Y- L)p

n:
Ilii Course 16.399: “Abstract interpretation”, Tuesday May 3™, 2005 — 26 — ©) P. Cousot, 2005

(nev(P)NI?rsAy. 1)

{by defining n'(p) = (n € v(p) N1)$
(n'(p) 2 rsAY. 1)

{by defining Baexp [n](r)p £ (n'(p) 2 7 AY. 1)§
Baexp [n](r)p .

2 —— When A =X € V is a variable, we have

o (Baexp[X])(r)p
&(Baexp[X](7(r))(p)) (def. (32) of a'§
= {def. (26) of Baexp[X]§
a({p € (r) | p(X) €v(p) NI})
L[y o a is extensive and & is monotone §
a({p €(r) | p(x) €v(p) Ny e a(D)})

M-
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{def. (6) of ¥§
a({p | VY #X: p(Y) € y(r(Y)) A p(X) € 7(r(X)) Ny(p) Ny ° a(I)})
= {7y is a complete meet morphism §
a({p | VY #X: p(Y) € v(r(Y)) A p(X) € y(r(X) T pNa(I))})
= {def. environment assignment §
o | W £ X i p(Y) € A(riti=r()Npra@l) A o) €

Y(rX = r(X)Mpna(D)](X)})
= {def. (6) of 4§

a({p|peq(ri:=r)Npna())}
= {set notation§
&(3(r[x = r(0) M pra(D)]))
{6 o ¥ is reductive §
rX:=rX)Npna)]
C {def. (16) of 7§

Im-
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{negation§
(Yp)NI#D?reAy.1)

(by defining 7'(p) = (y(p) N1 # 0)S
(?'(p) ?reAv. 1)

{by defining Baexp'[?] £ (?°(p) 2 7 s AY. 1)§
Baexp [?](r)p -

4 —— When A =u A’ is a unary operation, we have
a’(Baexp[u A])(r)p

= &(Baexp[u A](3(r)(v(p))) (def. (32) of o
= {def. (28) of Baexp[u A]§

&(Baexp[A](7(r))(u, (Faexp[AT(Y(r)), 7(p))))
C {7 ° o is extensive and monotony §
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rX=r(X)Npn?)
= {by defining Baexp [X](r)p £ r[X := r(X) N pr ?°]§
Baexp [X](m)p -

3 —— When A =7 is random, we have

o’ (Baexp[?])(r)p
= a(Baexp[?](¥(r))v(p)) (def. (32) of &’§
= {def. (27) of Baexp[?]§
= a((v(p)NI=070:(r)))
= {def. conditional (... ?...:...)§
(v(p)NI=070c(0):a(y(r)))

{def. (5) of & and & o ¥ reductive §

(y(p)NI=02AY.Ls7r)

Ir
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&(Baexp[A](Y(r))(y & o u (v = a o Faexp[A](¥(r)), 7(p))))
= {def. (8) of a'(®) L oo b 04§
&(Baexp[A](¥(r))(v = @ o u (7 = & (Faexp[AT)(r), 7(p))))
{by (9) so that Faexp [A] J o (Faexp[A]) and monotony§
&(Baexp[A](7(r))(7 © & o u (7 © Faexp [A)(r), 7(p))))

Im-

C {by def. (28) of u'(Q,P) & {v € Q | uv € PN 1} so that u’(Q, P) 3
aou (7(Q),7(P))S )
&(Baexp[A](7(r))(y o u'(Faexp [A](r), p)))
= Baexp[A](7(r))(u"(Faexp [A')(r), p)) (def. (32) of

o (#)(rp * G(3(3(r)(p))
Baexp [A4'](r)(u"(Faexp [4']r, p))

{defining Baexp“[u A'](r)p & Baexp[A')(r)(u"(Faexp [A']7, p))$

II--
I n Cour.
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I

Im-

C
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Baexp [u A'|(r)p .

5 —— When A = A; b A; is a binary operation, we have

a’(Baexp[A; b As])(r)p

&(Baexp[A:1 b A2](7(r))(v(p)))
{def. (29) of Baexp[A; b As]§

let (p1, p2) = b (Faexp[A1](7(r)), Faexp[ Az (7(r)), (7(p))) in
& (Baexp[A:1]((7(r)))p1 N Baexp[A:] ((7(r)))p2)
{7y o o is extensive and by monotony§
let (p1, p2) = b (7 © o (Faexp[Ai])(r), 7 ° @  Faexp[ 4] (¥(r)), (7(p))) in
&(Baexp[Ai[((7(7)))7 ° a(pr) N Baexp[Az]((7(r)))y ° a(p2))
{def. (8) of o (¢) = o o 4§
let (p1, p2) = b, (7 © & (Faexp[Ai])(r), 7 ° & (Faexp[A2])(r), (7(p))) in

&(Baexp[A:]((7(r))) - a(p1) N Baexp[A;] ((7(r)))y © a(p2))
{by (9) so that Faexp [A] J o (Faexp[A]) and monotony§

{def. (32) of a'§

©) P. Cousot, 2005

let (p1, po) = b'(Faexp [A;]r, Faexp [Ay]r, p) in
Baexp [A1](r)p1 11 Baexp [Az]) (r)p2
= {defining Baexp" [[A1 b Ay (r)p =
let (p1, p2) = b"(Faexp [A1]r, Faexp [As]r, p) in
Baexp [A:1](r)p: 1 Baexp [4:] (r)p: §
Baexp'[A; b Ao (T)p .
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C
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let (p1, p2) = 1_)2(')' o Faexp [A1](r),y o Faexp [A3](r), (v(p))) in
&(Baexp[As((7(r)))y < a(p1) N Baexp[Az]((Y(r))) = a(p2))
(def. o*((z, y)) = (a(z), a(y))§
let (py, ps) = o QZ(’y o Faexp [Ai]r, o Faexp [Az]r, (7(p))) in
&(Baexp[A1]((7(r)))v(p1) N Baexp[ A2 ((7(7)))(p2))
(by def. (29) of b,(p1, P2, ) E {(vy, v3) € py X Py | v1 by € pNI} s0
that b*(py, p2,p) 2 & > u (Y(p1), 7(p2,7(p))) and monotony§
let (py, ps) = b"(Faexp [A1]r, Faexp [As]r,p in

&(Baexp[A1](7(r))(7(p1)) N Baexp[As] (7(r)) (7(p2)))
(o is monotone and so a'(zNy) C a'(z)Ma’(y)§

let (py1, py) = b"(Faexp [Ai]r, E‘aexp [A2]r, p) in
<5t(13a€>>*!p[[z‘11]]("'7(7‘))("7(:471)?i)fm & (Baexp[4:] ((r))(7(p2)))
(def. (32) of a’(¢)(r)p = &(d(7(r))¥(p))$
let (py1, ;) = b"(Faexp [Ai]r, Faexp [Az]r, p) in

o'(Baexp[A1])(r)p: M1’ (Baexp[ A2]) (r)p2
{by (33) so that Baexp[A] O a'(Baexp[A]) and monotony of 1§
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Implementation of the structural definition of
the generic backward/bottom-up
non-relational abstract semantics of
arithmetic expressions

(* baexp.mli *)

open Abstract_Syntax

open Avalues

open Aenv

(* backward evaluation of arithmetic operations *)
val b_aexp : aexp -> Aenv.t -> Avalues.t -> Aenv.t

O O > W N -
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Primitive backward/bottom-up non-relational

7 (* baexp.ml *)
8 open Abstract_Syntax abstract operations for initialization and
9 (x Backward abstract interpretation of arithmetic operations *) . . .
10 let rec b_aexp’ a T p - simple sign analysis
11 match a with < 4 <
12 | (NAT i) -> if (Avalues.b_NAT i p) then r else (Aenv.bot ()) We must now define the primitive operations n, 7, u,
13 | (VAR v) -> < .
14 (Aenv.set r v (Avalues.meet (Avalues.meet (Aenv.get r v) p) (Avalues.f_RANDOM ( b for the abStraCt ]-attlce
15 | RANDOM -> if (Avalues.b_RANDOM p) then r else (Aenv.bot ()) rop
16 | (UMINUS al) -> (b_aexp’ al r (Avalues.b_UMINUS (Aaexp.a_aexp al r) p)) ~(BOT) def {22} ~4(INT) def TU {2}
17 | (UPLUS al) -> (b_aexp’ al r (Avalues.b_UPLUS (Aaexp.a_aexp al r) p)) INT def [ . . def '
18 | (PLUS (a1, a2)) -> Y(NEG) = [min_int, —1JU{f2a} ~(ERR) = {2;,2a}
19 let (p1,p2) = (Avalues.b_PLUS (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r) p) ERR\WOS ~(ZERD) o {0, 23} ~(TOP) e Ipo
20 in (Aenv.meet (b_aexp’ al r pl) (b_aexp’ a2 r p2)) BOT def .
01 | (MINUS (a1, a2)) -> Y(POS) = [1,max_int] U {23}
22 let (p1,p2) = (Avalues.b_MINUS (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r) p)
23 in (Aenv.meet (b_aexp’ al r pl) (b_aexp’ a2 r p2))
24 | (TIMES (al, a2)) ->
25 let (p1,p2) = (Avalues.b_TIMES (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r) p)
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26 in (Aenv.meet (b_aexp’ al r p1) (b_aexp’ a2 r p2)) Implementation of the primitive backward /
27 | (DIV (a1, a2)) -> . . .
28 let (p1,p2) = (Avalues.b_DIV (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r) p) bOttOIIl—up IlOIl—IelatIOIlal abStraCt arlthmetlc
29 in (Aenv.meet (b_aexp’ al r pl) (b_aexp’ a2 r p2)) : LY T I : : :
20 | 0D (a, 22)) -> operations for initialization and simple sign
31 let (p1,p2) = (Avalues.b_MOD (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r) p) analys]_s
32 in (Aenv.meet (b_aexp’ al r pl) (b_aexp’ a2 r p2))
33 let b_aexp ar p =
34 if (Aenv.is_bot r) & (Avalues.isbotempty ()) then (Aenv.bot ()) else b_aexp’ a r p

1 — In the abstract interpretation (35) of variables, we have

7" = 1
by definition (17) of c.
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2 —— From the definition (36) of n” and (18) of vy, we directly
get by case analysis

PrROOF. Let us consider a few typical cases.

5 —— If p =BOT or p = ERR then by (18),

ut €y(p) NI C {24, 22} N [min_int,max_int] =0

p is false so that u’(g, p) = (@) = BOT.

n’(p) BOT |NEG|ZERO|POS | INT |ERR | TOP 6 If p — POS then by (18), — s € 7(p) N1 = [1 | if and only if

- - — ltp= en by , —t€vy) Nl =|1,max_int| if and only 1

n € [min_int, —1] fflw £ f & & {by def. (30) of —§ 4 € [min_int+1, —1] so that —*(q,p) = a(y(g)N[min_int+

n=20 ffff ¢ & ¢ &t 1,—1]) € a(v(g)NY(NEG)) by (18). But 7 preserves meets whence this is equal

n € [1,max_int] ff £ &t f t to a(y(gMNEG)) C g NEG since o o v is reductive.
n<min_intVn >max_int| ff |ff | ff ff ff|ff|ff

7 — If p=INIor p = TOP then by (18), —% € y(p)NI = [min_int, max_int]

if and only if {by def. (30) of —§ ¢ € [min_int + 1,max_int] so that —*(g,p) =

a(y(g) N [min_int + 1,max_int]) C a(y(g) Ny(INI)) by (18). But 7y preserves

meets whence this is equal to a(y(gMINI)) C gMINI since « o 7 is reductive.

O
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3 —— From the definition (37) of 7" and (18) of -y, we directly 8 —— For the backward binary arithmetic operations (39), we

get by case analysis have
def def
P | BOT| NEG | ZERO | POS | INT | ERR | TOP| /a1, q2,0) % mod*(q1, g2, ) &
)| F |t [ttt (q1 € {BoT, NEG, ERR} V g9 € {BOT, NEG, ZERO, ERR} V p € {BOT, NEG, ERR} 7
(BOT, BOT)
s (p=Pos ? smash((g1 MPOS, g2 MPOS)) ¢ (g1 M INI, g2 PCS)))
4 —— For the backward unary arithmetic operations (38), we smash({z, y)) def (z =BOTV y = BOT ? (BOT, BOT) & (z, y)) .

have

p  |BOT| NEG ZERO POS INI |ERR| TOP
(g,p) |BOT|gMNEG|q M ZERD| g M POS| g M INT|BOT|q 1 INI
—"(q,p) |BOT|g M POS|q1ZERO|g [ NEG| g1 INI|BOT g 1 INI
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ProoF. If b € {/,mod} and ¢; € {BOT, NEG, ERR} or g, € {BOT, NEG, ZERO, ERR}
then 4; € (g1) C [min_int, —1] U {25, 23} or i, € 7(g2) C [min_int,0] U
{£2;, 2.} in which case 4,b4, ¢ I by (31). If follows that b*(qi, g2, 0) =
a?(P) = (BOT, BOT) by componentwise definition of a? and (17).

it
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If p € {BOT, NEG, ERR} then ¢;bix & y(p) NI C [min_int, —1] in contradiction
with (31) showing that 4, b, is not negative. Again b'(qy, s, p) = a?(0) =
(BOT, BOT) by componentwise definition of a? and (17).

Otherwise to have ¢ bi, € I, we must have 4; € [0,max_int] and i, €
[1,max_int] whence necessarily 4; € y(INI) and i, € (POS) so that

o®(v2((qu M INI, g2 T1POS))) £2 (g, MINI, go1POS) £ b(qy, g2, p). Moreover the
quotient is strictly positive only if the dividend is non zero. a

9 —— With the same reasoning, for addition +°, we have

if g1 € {BOT, ERR} V g2 € {BOT, ERR} V
p € {BOT, ERR}
+°(q1,92,p) = (g1 11, g2 1n1) if p € {INT, TOP} .

+°(q1,92,p) = (80T, BOT)

2
+°(q1, g2, P0S)|  NEG ZERO POS INT, TOP
NEG BOT, BOT) | (BOT, BOT) (NEG, POS) | (NEG, POS)
g1l  ZERO BOT, BOT) | (BOT, BOT) (ZERO, POS) | (ZERO, POS)

{ )
{ )
POS (POS, NEG)|(POS, ZERQ) (POS, POS) | (POS, INI)
INI, TOP |( )| (POs, zERO) (INI, POS) | (INI, INI)

10 —— The backward ternary substraction operation —" is de-
fined as

4 def 4 > .
—"(g1,92,p) = let (r1,72) = —"(q1, —"(q2),p) in

(r1,—(r2))
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Otherwise
a 2 11 —— The handling of the backward ternary multiplication
+7(q1, g2, NEG) NEG ZERO POS INI, TOP ] P
operation * is similar
NEG (NEG, NEG) (NEG, ZERQ) | (NEG, POS) | (NEG, INI)
g1 ZERO | (ZERQ, NEG) (BOT, BOT) |(BOT, BOT) | (ZERO, NEG) a0
POS (POS, NEG) (BOT, BOT) |(BOT, BOT) | (POS, NEG) *"(q1, g2, NEG)|  NEG ZERQ POS INI, TOP
INI,TOP | (INI, NEG) (NEG, ZERO) |(NEG, POS)| (INI, INI) NEG (30T, BOT)| (BOT, BOT) | (NEG, POS) | (NEG, POS)
o g1| zero |(BOT, BOT)|(BOT, BOT) | (BOT, BOT) | (BOT, BOT)
+“(q1, g2, 7ER0)| NEG RO — INT, TOP POS | (POS, NEG) | (BOT, BOT)|(BOT, BOT) | (POS, NEG)
INI, TOP |(POS, NEG) | (BOT, BOT) | (NEG, POS)| (INI, INI)
NEG (BOT, BOT) | (BOT, BOT) |(NEG, POS)| (NEG, POS)
q1 ZERD (BOT, BOT) | (ZERO, ZERO) |(BOT, BOT) | (ZERO, ZERQ)
POS (POS, NEG)| (BOT, BOT) |(BOT, BOT)| (POS, NEG)
INI, TOP | (POS, NEG) | (ZERO, ZERO) | (NEG, POS)| (INI, INTI)
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qo 45 val b_PLUS t->t >t ->tx*xt
*(q1, g2, ZERD)|  NEG ZERO POS INI, TOP 46 val bMINUS =t -> ¢ >t >t ¢
47 wval b_TIMES t->t >t ->tx*xt
NEG (BOT, BOT) | (NEG, ZERO) | (BOT, BOT) | (NEG, ZERO) 48 val b DIV £ o>t >t o>t okt
q1 ZERO (ZERQ, NEG) | (ZERQ, ZERQ)|(ZERO, POS)|(ZERO, INI) 49 val b_MOD t >t >t ->t*t
POS (BOT, BOT) | (POS, ZERO) | (BOT, BOT) |(POS, ZERQ) 50
INI, TOP | (ZERO, NEG)| (INI, ZERO) |(ZERO, POS)| (INI, INI)
q2
*'(q1,qo,P0S)|  NEG ZERD POS INI, TOP
NEG (NEG, NEG) (BOT, BOT) | (BT, BOT) | (NEG, NEG)
g1| zero | (BoT, BOT) (BOT, BOT)|(BOT, BOT) | (BOT, BOT)
POS (BOT, BOT) (BOT, BOT) (POS, POS)|(POS, POS)
INI, TOP | (NEG, NEG) (BOT, BOT)|(POS, POS)| (INI, INI)
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Implementation of the primitive 51 (+ avalues.ml )

backward /bottom-up non-relational abstract
arithmetic operations for initialization and
simple sign analysis

356 (* avalues.mli %)
36 (* abstraction of sets of machine integers by initialization *)

37 (* and simple sign fx)
38 type t

39 ...

40 (* backward abstract interpretation of arithmetic expressions *)
41 wval b_NAT : string -> t -> bool

42 val b_RANDOM : t -> bool

43 wval b_UMINUS : t ->t -> ¢t
44 wval b_UPLUS : t ->t ->t
v
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52 open Values

53 (* abstraction of sets of machine integers by initialization *)
54 (* and simple sign *)

55 (* complete lattice *)

56 type t = BOT | NEG | ZERO | POS | INI | ERR | TOP

57 (* \gamma(BOT) = {_0_(a)} *)
58 (x \gamma(NEG) = [min_int,-1] U {_0_(a)} *)
59 (* \gamma(POS) = [1,max_int] U {_0_(a)} *)
60 (* \gamma(ZERO) = {0, _0_(a)} *)
61 (* \gamma(INI) = [min_int,max_int] U {_0_(a)} *)
62 (x \gamma(ERR) = {_0_(i)} *)
63 (x \gamma(TOP) = [min_int,max_int] U {_0_(a),_0_(i)} *)
64 ...

65 (x backward abstract interpretation of arithmetic expressions *)
66 exception Error_f_NAT of string

67 1let remove_zeros i =

68 let 1 = (String.length i) in

69 if 1 = 0 then raise (Error_f_NAT "empty integer")
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70 else if 1 = 1 then i

71 else if (String.get i 0) = ’0’ then String.sub i 1 (1 - 1)

72 else i

73 let b_NAT i p =

74 let i’ = (remove_zeros i) in
75 if i’ = "0" then
76 match p with

77 | BOT -> false
78 | NEG -> false
79 | ZERO -> true
80 | POS -> false
81 | INI -> true
82 | ERR -> false
83 | TOP -> true
84 else

85 match p with

86 | BOT -> false
87 | NEG -> false
88 | ZERO -> false
89 | POS -> true
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| ERR -> BOT

| TOP -> meet q INI

| _  ->meet qp
exception Error_b_PLUS of string
let nat_of_lat’ u =

match u with

| NEG -> 0
| ZERO -> 1
| POS ->2
| INI ->3
| TOP -> 4
|

_ -> raise (Error_b_PLUS "impossible selection")

let select’ t u v = t.(nat_of_lat’ u).(nat_of_lat’ v)

let b_PLUS_NEG_table =

(* NEG ZERQ POS INI
(*NEG*) [| [ (NEG,NEG) ; (NEG,ZERO) ; (NEG,POS) ; (NEG,INI)
(xZERO*) [| (ZERO,NEG) ; (BOT,BOT) ;
(xp0S*) [| (POS,NEG) ; (BOT,BOT) ; (BOT,BOT) ; (POS,NEG)
(*INI*) [| (INI,NEG) ; (NEG,ZERQ) ; (NEG,P0S) ; (INI,INI)
(xTOP*) [| (INI,NEG) ; (NEG,ZERQ) ; (NEG,P0S) ; (INI,INI)

3

B
B

B

TOP *)
(NEG,INI) I1;

(BOT,BOT) ; (ZERO,NEG) ; (ZERO,NEG) |];

(POS,NEG) 175
(INI,INI) I];
(INI,IND 1]
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90 | INI -> true 130 let b_PLUS_ZERO_table =
91 | ERR -> false 131 (*NEG*) [ [| (BOT,BOT) ; (BOT,BOT) ; (NEG,POS) ; (NEG,POS) ; (NEG,POS) 115
92 | TOP -> true 132 (xZERO*) [I (BOT,BOT) ; (ZERO,ZERO) ; (BOT,BOT) ; (ZERO,ZERO) ; (ZERQ,ZERO) |];
93 let b_RANDOM p = 133 (xPOs*) [| (POS,NEG) ; (BOT,BOT) ; (BOT,BOT) ; (POS,NEG) ; (POS,NEG) 11;
94 match p with 184 (xINIx) [| (POS,NEG) ; (ZERO,ZERO) ; (NEG,POS) ; (INI,INI) ;  (INI,INI) |[];
95 | BOT -> false 135 (*TOP*) [I (POS,NEG) ; (ZERO,ZERO) ; (NEG,POS) ; (INI,INI) ;  (INI,INI)  []I]
96 | ERR -> false 136 let b_PLUS_P0S_table =
97 | - -> true 137 («NEG*) [I[I (BOT,BOT) ; (BOT,BOT) ; (NEG,POS) ; (NEG,P0S) ; (NEG,POS) |[];
98 let b_UMINUS q p = 138 (xZERO%) [| (BOT,BOT) ; (BOT,BOT) ; (ZERO,POS) ; (ZERO,POS) ; (ZERO,POS) |];
99 match p with 139 (xPOs*) [I (POS,NEG) ; (POS,ZERO) ; (POS,INI) ; (POS,INI) ; (POS,INI) |[J];
100 | BOT -> BOT 140 (xINI*x) [| (POS,NEG) ; (POS,ZERO) ; (INI,POS) ; (INI,INI) ; (INI,INI) |[];
101 | NEG -> meet q POS 141 (*TOPx) [| (POS,NEG) ; (POS,ZERO) ; (INI,POS) ; (INI,INI) ; (INI,INI) []I]
102 | ZERO -> meet q ZERO 142 let b_PLUS q1 g2 p =
103 | POS -> meet q NEG 143 if (q1=BOT) || (q1=ERR) | | (q2=BOT) | | (g2=ERR) | | (p=BOT) | | (p=ERR) then
104 | INI -> meet gq INI 144 (BOT, BOT)
105 | ERR -> BOT 145 else if (p=INI)||(p=TOP) then
106 | TOP -> meet q INI 146 ((meet g1 INI), (meet g2 INI))
107 let b_UPLUS q p = 147 else if p = NEG then select’ b_PLUS_NEG_table gl g2
108 match p with 148 else if p = ZERO then select’ b_PLUS_ZERO_table ql g2
109 | BOT -> BOT 149 else if p = POS then select’ b_PLUS_POS_table ql g2

i v .
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150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166

else raise (Error_b_PLUS "impossible case")
let b_MINUS q1 g2 p =
let rl,r2 = b_PLUS q1 (f_UMINUS q2) p in
r1, (f_UMINUS r2)
let b_TIMES u v r = print_string "b_TIMES not yet implemented\n";
u,v (* b_TIMES not yet implemented *)
let smash x y = if (x=BOT) || (y=BOT) then (BOT,BOT) else (x,y)
let b DIV ql g2 p =
if (q1=BOT) || (q1=NEG) | | (q1=ERR) | |
(q2=B0T) | | (q2=NEG) | | (g2=ZERO) | | (q2=ERR) | |
(p=BOT) | | (p=NEG) | | (p=ERR) then
(BOT,BOT)
else if p = POS then
(smash (meet q1 POS) (meet g2 POS))
else
(smash (meet gl INI) (meet g2 POS))
let b_MOD = b_DIV

Revisiting the non-relational abstract
interpretation of boolean expressions

The abstract interpretation of boolean expressions can be revised
as follows, using the backward abstract interpretation of arith-
metic expressions:

Abexp[BJAY. L & Av. 1L

Abexp[true]r i
Abexp([false]r v L
Abexp[A4; ¢ Ag]r &
let (p1, p2) = &(Faexp [A1]r, Faexp [Az]r) in

if y(1) =0 (40)

167 Baexp [A1](r)p1 I Baexp [A2](r)p2
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Abexp[B; & Ba|r oo Abexp[Bi]r 1 Abexp[Bsg]r

def .
. . Abexp|B;1 | Ba|r = Abexp|Bi|r U Abexp|Bs|r
Improving the non-relational analy- P51 | B2l ol5] olZ]
SiS Of boole an eXpressions 'llSiIl g parameterized by the following abstract comparison opera-
) ) tions ¢, c € {<,=}on L
the backward analysis of its ] s o
. . . ¢(p1,p2) 37 a*({(iy, 22) [i1 €y(p) NI

arithmetic subexpressions Ny € 4(p2) NI A4 cip = 1))
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Calculational design of the revisited
non-relational abstract interpretation of
boolean expressions
Proor. All cases have already be handled, except when B = A; ¢ Ay is an

arithmetic comparison. Let us recall that

pl_Al‘:>U1, p}‘Agl:}’Ug

41
p}‘AchQ@UlQUQ ( )
and
def
Decv = £,
. def
1c 2, = (2, (42)
. def . .
11 Cl9 = 71 C1ly.
We have
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{def. (42) of ¢ implying v1,v2 € E = {§24, 2a}§
let (p1, p;) = (Faexp [Ai]r, Faexp [Az]r) in
a({p€(r)| I €v(p1)NL: Fig € y(pa) NI :
pl_All:>21/\p}_A2|:>7,2/\7,1Q7,2:tt})
{set theory§
let (p1, p;) = (Faexp [A;]r, Faexp [Az]r) in
&({p € 3(r) | 3(ar, ) € L{#h, 1) | 84 € 7(p1) NTA L € ¥(p) NTAE i) = £} :
pFAlﬁilApFAQ@’izA})
{7? o a? extensive and & monotone (4)§
let (p1, p;) = (Faexp [Ai]r, Faexp [Az]r) in
a({p € 4(r) | 31, 4a) € Y*(@P({(d1, i) | 41 € y(pr) NTA G, € ¥(pa) NI A
iy ciy=1%})):
pFA1|:>i1ApFA2l:>’iQA})
{defining ¢ such that:
&(py, p2) I7 oP({(11, @) | 44 € ¥(p1) NIA G € y(p2) NTAT ¢ 1y = #}),
7? and & monotone (4)§

“Abstract interpretation”, Tuesday May 3¢, 2005 — 63 — (© P. Cousot, 2005

a(Cbexp[A4; ¢ Ag])r
= afpeq(r)|pt Aic A= tt})
{def. (41) of p+ A; ¢ Ay = b§
= a{peq(r) | v, el pr Al v Apt A& v Ay cvp = t})
= {set theory and v o « is extensive §
= a({peq(r) [Fncv(a({v|3peq(r): pF A= v})):
Juy € y(a{v|Tpeq(r) : pt A& v})):
p|_A1$:>’U1/\p|_AQF:>’U2/\’U1§’U2:tt})
= {set theory and (9)§
= &({p € 4(r) | 3ur € y(Faexp [Ar]r) : Fu, € (Faexy’[As]r)
p"A1F:>’U1/\p}_A2F:>’U2/\’UlQ’Uz:tt})
= {let notation§
let (p1, p2) = (Faexp [Ai]r, Faexp [Az]r) in
a({p €(r) | Fv1 € v(p1) - vz € ¥(p2) :
p}‘AlF:>’Ul/\p|_AQI:>’U2/\’U19’U2=tt})
i
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let (p1, p;) = (Faexp [Ai]r, Faexp [Az]r) in
al{p € 4(r) | (i1, 12) € Y2(E(p1,p2)) : pF A1 11 Apk Ay 4})
{let notation§
let (p1, p;) = &(Faexp [Ai]r, Faexp [A2]r) in
a({p € 4(r) | 3, i2) €V°((p1, p2))) : P A1 i ApE Ay 12}
{set theory§
let (p1, po) = &(Faexp [Ai]r, Faexp [Ag]r) in

C {& monotone (4)§
let (p1, p;) = &(Faexp [Ai]r, Faexp [Az]r) in
a({pey(r) | Fuev(p):pk A u}) N
a{pe(r) | Faev(p): pk Ar B i2})
= {def. (19) of Baexp§
let (p1, p;) = &(Faexp [Ai]r, Faexp [A2]r) in
a(Baexp[A1](Y(7))(p1)) 1 c(Baexp[A2](7(r))v(p2))
= {def. (32) of &
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let (p1, p2) = &(Faexp [Ai]r, Faexp [As]r) in
o (Baexp[A-])(r)p: 11 o (Bacxp[Az])(r)p:
{def. (33) of Baexp" and 'l monotone}
let (p1, ps) = &(Faexp [Ai]r, Faexp [As]r) in
Baexp [A1](r)p I Baexp [Az](r)p:
{by defining Abexp[A; ¢ Ay]r £ §
let (p1, p;) = &(Faexp [Ai]r, Faexp [As]r) in
Baexp [A1](r)p: I Baexp [Az](r)p:

M-

Abexp[A; ¢ A;]r .
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172
173

(x abexp.ml *)
open Abstract_Syntax

174 (% abstract interpretation of boolean operations *)
175 let rec a_bexp’ b r =
176 match b with
177 | TRUE ->r
178 | FALSE -> (Aenv.bot ())
179 | EQ (a1, a2) ->
180 let (p1l,p2) = (Avalues.a_EQ (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r))
181 in (Aenv.meet (Baexp.b_aexp al r pl) (Baexp.b_aexp a2 r p2))
182 | LT (a1, a2) ->
183 let (p1,p2) = (Avalues.a_LT (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r))
184 in (Aenv.meet (Baexp.b_aexp al r pl) (Baexp.b_aexp a2 r p2))
185 | AND (b1, b2) -> (Aenv.meet (a_bexp’ bl r) (a_bexp’ b2 r))
186 | OR (b1, b2) -> (Aenv.join (a_bexp’ bl r) (a_bexp’ b2 r))
187 1let a_bexp b r =
188 if (Aenv.is_bot r) & (Avalues.isbotempty ()) then (Aenv.bot ())
189 else a_bexp’ b r
190
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Implementation of the revisited non-relational
abstract interpretation of boolean expressions

168 (* abexp.mli *)

169 open Abstract_Syntax

170 (* abstract interpretation of boolean operations *)
171 val a_bexp : bexp -> Aenv.t -> Aenv.t

T
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Abstract arithmetic comparison operations for

the initialization and simple sign analysis

— Generic abstract boolean equality.
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The calculational design of the abstract equality op-
eration = does not depend upon the specific choice of
L. def > .

p1=p2 = letp=p1Mp2M1? in (p, p) .

PROOF.
o?({(i1, 12) |11 €¥(p1) NI A%y € y(p2) NI A Gy =15 = t})
{def. (42) of =§
({5, ) [ i € v(p1) Ny(p2) NI})
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C? {7 ° @ is extensive and o? is monotone §

o*({(4, 1) | 2 € v(p1) N Y(p2) N Y(a(I)})
{7y preserves meets}
o®({(i, 4) | i € v(p NP2 a(I))})
{componentwise def. of 2§
&*(y*({pr Mp2 M (T, p1Mp2 M a(D))))
2

{a? o 42 is reductive and let notation§
let p=pi Mp:Ma(l) in (p, p)
2 {def. (16) of 7§
let p=piMp,M17? in (p, p)
= {by defining = et p=pMNp,M? in (p, p)§
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— If p; € {BOT,ERR} where ¢ = 1 or 1 = 2 then y(p;) C E = {24, 23} so that
Y(p;) NI = 0 and we get:

o®({(11, 12) | 1 € ¥(p1) NI A%y € y(p2) NT A4y <7p = 1})
= o’(0)
= {componentwise definition of a? and (17) of o
<BDT, BOT>
= {def. (43) of <§
<(BOT, BOT) ;

— For (POS, ZERQ), we have

a?({(i1, 42) | 11 € ¥(POS) NT A4y € y(ZERO) NT A4y < iy = $})
{def. (18) of v and (42) of <§

062({<i1, 0> ‘ 11 € [l,max_int] N1 < 0})
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O

— Initialization and simple sign abstarct arithmetic com-

parison operations.
The abstract strict comparison

2(p1,p2) 2% &?({(t1, %2) | 51 € ¥(p1) NI A G2 € y(p2) NI A%y < 4y = $£}43)
for initialization and simple sign analysis is as follows

.=
i ...,

P2
<(p1,p2) | BOT,ERR NEG ZERD POS INI, TOP
BOT, ERR [ (BOT, BOT) | (BOT, BOT) | (BOT, BOT) | (BOT, BOT) | (BOT, BOT)
NEG | (BOT, BOT) | (NEG, NEG) | (NEG, ZERQ) | (NEG, POS) | (NEG, INT)
p1| ZERO | (BOT, BOT)|(BOT, BOT)| (BOT, BOT) | (ZERO, POS) | (ZERO, POS)
POS | (BOT, BOT)|(BOT, BOT) | (BOT, BOT) | (POS, POS) | (POS, POS)
INT, TOP|| (BOT, BOT)|(NEG, NEG) | (NEG, ZERO)| (INT, POS) | (INT, INT)

PRrROOF. Let us consider a few typical cases.
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{set theory§
o’(0)
= {componentwise definition of a2 and (17) of o
(BOT, BOT)
= {def. (43) of <§
<(POS, ZERQ) .

— For (TOP, TOP), we have

a?({(11, 42) | 11 € Y(TOP) N T A4y € ¥(TOP) NT A4y < 4y = 1)
{def. (18) of  and (42) of <§

({(41, 12) |11 €TAdy €T A% < 4p})

2]

= {componentwise definition of a? §

(D), «(T))
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{def. (17) of af

(INI, INT)
= {def. (43) of <§
<(TOP, TOP) .
O
Illil- Course 16.399: “Abstract interpretation”, Tuesday May 3¢, 2005 — 73 — ©) P. Cousot, 2005

211
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(* avalues.ml *)

open Values

(* abstraction of sets of machine integers by initialization *)
(* and simple sign *)

(* complete lattice *)

type t = BOT | NEG | ZERO | POS | INI | ERR | TOP

(* \gamma (BOT) = {_0_(a)} *)
(* \gamma(NEG) = [min_int,-1] U {_0_(a)} *)
(* \gamma(P0S) = [1,max_int] U {_0_(a)} *)
(* \gamma(ZER0) = {0, _0_(a)} *)
(* \gamma(INI) = [min_int,max_int] U {_0_(a)} *)
(* \gamma(ERR) = {_0_(1)} *)
(* \gamma(TOP) = [min_int,max_int] U {_0_(a),_0_(i)} *)

(x infimum *)

let bot () = BOT

(x bottom is emptyset? *)

let isbotempty () = false (* \gamma(BOT) = {_0_(a)} <> \emptyset *)

(* boolean expressions *)
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Implementation of the abstract arithmetic
comparison operations for the initialization
and simple sign analysis

191 (% avalues.mli %)
192 (* abstraction of sets of machine integers by initialization *)

193 (% and simple sign %)
194 type t

195 ...

196 (* abstract interpretation of boolean expressions *)

197 wval a_EQ St >t >t okt

198 wval a_LT St >t >t xt
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218 1let a_EQ pl p2 =
219 let p = (meet pl (meet p2 (£_RANDOM ()))) in
220 (p,p)
221 let a_LT_table =[|
222 (* < BOT NEG ZERO POS INI ERR TOP *
223 (xBOTx) [|(BOT,BOT); (BOT,BOT) ; (BOT,BOT) ; (BOT,BOT) ;(BOT,BOT) ;(BOT,BOT);(BOT,BOT) |]|;
224 (*NEG*) [|(BOT,BOT); (NEG,NEG) ; (NEG,ZERQ) ; (NEG,POS) ; (NEG,INI) ;(BOT,BOT);(NEG,INI) |]
225  (*ZERO%) [| (BOT,BOT) ; (BOT,BOT) ; (BOT,BOT) ; (ZERO,POS) ; (ZERO,POS) ; (BOT,BOT) ; (ZERO,POS) |][;
226 (xP0Sx) [|(BOT,BOT); (BOT,BOT); (BOT,BOT) ;(POS,POS) ;(POS,POS) ;(BOT,BOT); (POS,POS) |1;
227 (xINIx) [|(BOT,BOT); (NEG,NEG); (NEG,ZERO); (INI,POS) ;(INI,INI) ;(BOT,BOT);(INI,INI) |]
228 (xERRx) [|(BOT,BOT); (BOT,BOT); (BOT,BOT) ;(BOT,BOT) ;(BOT,BOT) ;(BOT,BOT);(BOT,BOT) |]
229 (xTOPx) [|(BOT,BOT); (NEG,NEG) ; (NEG,ZERQ) ; (INI,POS) ;(INI,INI) ;(BOT,BOT);(INI,INI) |]
230 1]
231 let a_ LT u v = select a_LT_table u v
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Back to the motivating example
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Local decreasing iterations
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% cd Initialization-Simple-Sign-FBY cd Initialization-Simple-Sign-FB
% ./a.out ../Examples/examplel3.sil, ./a.out ../Examples/exampleld.sil

{ y:ERR; r:ERR }

0:
y =7
1:
if (y = 0) then
2:
r :=0
3:
else {((y <0) | (0 <yN}
4:
r =0
5:
fi
6:
{ y:INI; r:ZERO }
v
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{ y:ERR; r:ERR }
0:
y =7,
1:
if (y = 0) then
2:
r =y
3:
else {((y <0) | (0 <y}
4:

5:
fi
6:
{ y:INI; r:ZERO }

c) P. Cousot, 2005

Motivating example

% cd Initialization-Simple-Sign-FB
% ./a.out ../Examples/examplel5.sil
0: { x:ERR; y:ERR; z:ERR; r:ERR }
x =0,y =7,z :=7;
if ((x=1y) & (y = 2)) then
4:
r =z
5:
else {((x<y) | (y<x) | ((y<z) | (z<y)N}
6:

7:
fi
8: { x:ZERO; y:INI; z:INI; r:INI }
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— In this example, the test (x = y) yields the infor-
mation that y = 0. Independently, the test (y = z)
brings no new information, on y and z. The conjnuc-
tion is

{ x:ZERQ; y:ZERQ; z:INI; r:TOP }

— The same analyis, starting from this valid information
yields z = 0.

— More generally, the analysis of the tests should be it-
erated until no new information can be brought in.

— The idea is formalized by noticing that the analysis of
tests is a lower closure operator.
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— In particular, for y = a© poy(z), wehave Vz € Q: a0 poy(acpoy(z) C
acpoy(z) henceacpoyoaopeyLacpey
— Moreover

poy<yoaopoy {7 ° o is extensive§

popofyépofyoaopofy ZpismonotoneS
pofyépofyoaopofy ZpisidempotentS
acpoyLl aocpoyoaopory { @ monotone§

— By antisymmetry, we conclude that acpey=acpeoyoaopoy
O
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A theorem on the composition of lower
closure operators and Galois connections

i .
THEOREM. If (P, <) % (@, C) and p is a lower clo-
sure operator on P (monotone, idempotent and reduc-
tive) then a o p o 7 is a lower closure operator on Q. =

PROOF. — Since a o p o v is the composition of monotone operators, it is
monotone

— Since p is reductive i.e. Vz € P : p(z) < z, we have in particular Vy € @ :

p(7(y)) < 7(y) whence by monotony Vy € @ : a(p(7(y))) E a(v(y)) E vy
since « o 7 is reductive in a Galois connection. By transitivity, forally €

Q:aopoy(y) C y proving a o p oy to be reductive.
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Abstraction of lower closure operators

— This theorem shows that whenever we have a lower closure op-
erator in the concrete (e.g. the analysis of boolean expressions)
then its abstraction oo o p o 7y is also a lower closure operator
in the abstract

— Therefore, the abstract interpretation p of the operator oo p o
v C p can always be chosen to be a lower closure operator

— In this case, if p is not the best abstraction of p, that isx o p o
v C B, p can be improved by local decreasing iterations [1].

___ References

[1] Philippe Granger. “Improving the Results of Static Analyses Programs by Local Decreasing Iteration”.
FSTTCS 1992: 68-79.
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Local decreasing iterations

THEOREM. If (M, <) is poset, f € M +— M is monotone
and idempotent, (M, <) &=

tion, (L, C, M) is a dual dgpo, g € L — L is monotone
and reductive and o o f o vy C g then the lower closure

(L, C) is a Galois connec-

operator g* def }\ac.gfpmE g is a better abstract interpreta-
tion of f than g

ofoyCg-Lg.
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1M

{ao f oy C g hypothesis§
9(d’(2))

(def. g°*(z)§
PHi(z) .

Ifao foy(z) C ¢°(z) for all § < X and ) is a limit ordinal then by definition
of lubs and g*, we have a o f o y(z) C [] ¢°(z) = ¢*. By transfinite induction,
o<

ae feoy(z) C g(z) = g°(z). 0
Note: when (L, C) does not satisfy the decreasing chain
condition then a narrowing must be used to enseure con-
vergence.
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ProoF. Forallz € L, g(z) C z, so that by monotony the sequence P(z) = “,
" (z) £ g(g°(z)) for all successor ordinals 6 + 1 and g* |—| g’ (z) for all
limit ordinals A is a well-defined decreasing chain in the dual dcpo (L, C, m)

whence ultimately stationary. It converges to g¢ where € is the order of g,
C
which is the greatest fixpoint g° = ofp_ g of g which is C-less than z. It

follows that g* o gfpi g is the greatest lower closure operator [-less than g.
In particular ¢* C g.
We have a o f o y(z) C g'(z) = g(z) C z = ¢°(z). If a o f o y(z) C ¢°(z) then
oo fory(z)

{ f idempotent§
aofoyeasfoq(s)

C la o f o y(z) C ¢°(z) by induction hypothesis, v, f and a are
monotone§
5
oo foy(g’(x))
III" Course 16.399: “Abstract interpretation”, Tuesday May 3¢, 2005 — 86 — <) P. Cousot, 2005

The forward /bottom-up collecting semantics
of boolean expressions is a lower closure
operator

Recall the collecting semantics Cbexp[B] R of a boolean
expression B from course 8:

Cbexp[[B]]R {,o ER|pkBett}. (44)

THEOREM. Cbexp[B] is a lower closure operator. n
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ProoF. — Cbexp[B] is monotone: if Ry C Ry then {p € R; |
pFBe=t} C{pecRy| pt B= t} and so Cbexp[B]R; C
Cbexp[B] Rz

— Cbexp[B] is reductive: Cbexp[B]JR ={p € R|pt+ B & t}
CR

— Cbexp[B] is idempotent: Cbexp[B](Cbexp[B]R) = {0’ €
{peER|pF-Bet}|d+-Bett}={cR|pFBett}
= Chbexp[B]R

g

TH
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parameterized by the following forward abstract opera-
tions

n” = a({n}) (46)

7" J a(l) (47)

u'(p) 3 a({uv|vey(p)}) (48)

b (p1,p2) 3 a({vibvy | v1 € ¥(p1) Ava € ¥(p2)}) (49)
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The forward /top-down nonrelational abstract
semantics of arithmetic expressions is monotone

Recall the forward/top-down nonrelational abstract se-
mantics of arithmetic expressions

Faexp [AJ(AY. 1) & L ify(1) =0 (45)
> def >
Faexp [n]r = n
Faexp [X]r & r(X)
Faexp [?]r &
Faexp [uAd]r & v (Faexp’[A]r)

€.

Faexp [A1 b Ag]r & b’(Faexp’[A1]r, Faexp’[Az]r)

?D

III--
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THEOREM. If v € L — Land b € L x L — L then
Faexp [A] is monotone. ]

PROOF. — In the case | [ r, we have Faexp [A] L% | C Faexp [A]r
(a) Ifr C 7, then
(b) If 1 C 7, then by reflexivity Faexp [n]r; & n” C n” & Faexp [n]r,
(c) If 7, T 7, then by pointwise def. of L, we have Faexp [X]r; = 7 (X) C 75(X)

def

= Faexp [X]rs

(d) If 7, T 7, then by reflexivity Faexp [?]r; & ?° C ?° & Faexp [?]r,

(e) By induction hypothesis, Faexp [u A’] is monotonic ans so is u” by hypoth-
esis whence is their composition u” o Faexp [A] = Faexp [u 4]

(f) By induction hypothesis, (Faexp [A;] and (Faexp [A;] are monotonic and
soisb by hypothesis and so is their composiition Ar . b"(Faexp [A:]r, Faexp [Az]r)
. Faexp [A; b Ag]r

0
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The forward/top-down nonrelational abstract
semantics of boolean expressions is monotone

We have defined and reductive

Abexp[B] 2 a(Cbexp[B]) (50)
such that
Abexp[B]L £ 1  if 4(L)=0 (51)
Abexp[true]r £ r
Abexp[false]r & 1
Abexp[[4; ¢ Ay]r £ &(Faexp [Ai]r, Faexp [A5]r)
Abexp[B; & By]r & Abexp[Bi]r 11 Abexp[Bs]r
Abexp[B; | By]r & Abexp[Bi]r LI Abexp[Bs]r
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ef

(d) If B(py,ps) holds then r 3 r & &(py,py). Otherwise —(B(py, p;)) holds
andsor J 1 ¢ &(p1,p2). So &(p1,p2) is reductive for all p; and p;
and so in particular Abexp[A4; ¢ Ay]r £ &(Faexp [A;]r, Faexp [A,]r) is
reductive

(e) By induction hypothesis, Abexp[Bi]r T r and Abexp[By]r T r so
Abexp[B; & By]r £ Abexp[Bi]r 1 Abexp[By]r T ri1ir = r by def.
glb

(f) Similarly, Abexp[B; | Bo]r & Abexp[By]r LI Abexp[Bs]r C rlir =r by
ind. hyp. and def. lub.

— Abexp[B] is monotone. The proof is by structural induction on B.

(a) if 1T 7 then Abexp[B]L % 1 C Abexp[B]r

(b) Abexp[true] is the identity, which is monotone

(c) Abexp[false] is a constant function, which is monotone

(d) If 7, C 7, then Faexp [A;]r; C Faexp [A]r; since Faexp [Ai]r, i = 1,2
has been shown to be monotone. It follows by monotony of B that if r; T
75 then B(Faexp [Ai]r1, Faexp [Az]r1) = B(Faexp [Ai]r2, Faexp [As]r2)
and so, by cases:
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parameterized by the following abstract comparison operations
¢, ce{<,=}onlL

- def ~ H
&(prp2)r = (B(p1,p2) ?7r:l) (52)
B(p1,p2) = Fv1 €¥(p1) : vz € y(p2) NL:v1 cvg =t

THEOREM. Abexp[B] isreductive and if B € (L, C)x (L, C) +
(B, =) is monotonic then Abexp[B] is monotonic. ]

ProOF. — Abexp[B] is reductive. The proof is by structural induction on
B.

(a) For the infimum 1 3 1 £ Abexp[B]L

(b) By reflexivity r J r & Abexp[true]r

T def

(c) For the infimum r J 1 = Abexp[false]r
i
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- If B(Faexp [A1]r1, Faexp [Az]r1) = t then B(Faexp [A1]rs, Faexp [Az]rs)
= t in which case Abexp[A4; ¢ Apr1 = &(Faexp [Ai]r1, Faexp [As]r1)
=rCry= E(Faexpp[[Al]]'rz,FaexpT[Aﬂ]m) o Abexp[A; ¢ Ad]r,

- Otherwise, B(Faexp [A1]r1, Faexp [As]r:) = ff and so Abexp[A4; ¢ Ay]r
& &(Faexp [Ai]r1, Faexp [Ao]r) = LT 7y = &(Faexp [Ay]rs, Faexp [As]r)
< Abexp[[4; ¢ Ag]rs

(e,f) By induction hypothesis, Abexp[B;] and Abexp[B:] are monotone, as

well as I and U and so are their composition Abexp[B;]r M Abexp[B;]r
& Abexp[B;]r I Abexp[By]r and Abexp[By]r LI Abexp|B,]r £ Abexp[B,|
By|r

O
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Reductive iterations for boolean expressions 245 let x’ = (f %) in
246 if (¢ x’ x) then x’
Reductive iteration has a direct application to the analysis of 247 else 1fp x> ¢ f
boolean expressions. The abstract interpretation Abexp[B] (12) 248 (x gfp x ¢ £ : iterative computation of the c-greatest fixpoint of )
249 (x f, c-less than or equal to the postfixpoint x (f(x) <= x) *)
of boolean expressions B can always be replaced by its reductive 250 let gfp x ¢ f =
iteration Abexp[B]* which is sound (11) and always more precise. ;2; 1e§fc—1 2 tl’ ; ¢bain
By the local decreasing iterations Th. (page 85), we have 253 (x abeip}.(mi_*)
* 254 open Abstract_Syntax
o(Cbexp[B]) C Abexp[B]* C Abexp[B] . 25 open Fixpoint
2566 (* abstract interpretation of boolean operations with iterative *)
PROOF. - C‘?GXPHB]] is a lower clos1.1re operator‘ g:; i:tricehcm;;z){p’ o *)
- Abe?cp [[B]] is monotone and reductive (but not idempotent as shown for the 959  match b with
motivating example) . 260 | TRUE Sr
- So Abexp[B]* = )\'._I:-gfpzE Abexp[B]z is a better abstraction of Cbexp[B] 261 | FALSE -> (Aenv.bot ())
than Abexp[B] 262 | EQ (al, a2) ->
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Implementation of the reductive iterations for 263 let (pi,p2) = (Avalues.a EQ (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 1))
. . . 264 in (Aenv.meet (Baexp.b_aexp al r pl) (Baexp.b_aexp a2 r p2))
abstract interrpetation of boolean expressions 265 | LT (af, a2) >
266 let (pl,p2) = (Avalues.a_LT (Aaexp.a_aexp al r) (Aaexp.a_aexp a2 r))
267 in (Aenv.meet (Baexp.b_aexp al r pl) (Baexp.b_aexp a2 r p2))
232 ( fixpoint.mli *) 268 | AND (b1, b2) -> (Aenv.meet (a_bexp’ bl r) (a_bexp’ b2 r))
233 open Aenv 269 | OR (b1, b2) -> (Aenv.join (a_bexp’ bl r) (a_bexp’ b2 r))
234 (x 1fp x ¢ f : iterative computation of the c-least fixpoint of f *) 270 let a_bexp b r =
235 (x c-greater than or equal to the prefixpoint x (£(x) >= x) *) 271 if (Aenv.is_bot r) & (Avalues.isbotempty ()) then (Aenv.bot ())
236 wval 1fp : t -> (¢t ->t -> bool) -> (¢t ->t) -> ¢t 272 else gfp r Aenv.leq (a_bexp’ b)
237 (x gfp x ¢ £ : iterative computation of the c-greateast fixpoint *)
238 (* of f c-less than or equal to the postfixpoint x (f(x) <= x) *)
239 wval gfp : t -=> (t -> t -> bool) -> (t ->t) -> t
240 (x fixpoint.ml *)
241 open Aenv
242 (x 1fp x ¢ f : iterative computation of the c-least fixpoint of f *)

243 (% c-greater than or equal to the prefixpoint x (f(x) >= x)
244 let rec lfpx c f =
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Motivating example ... revisited

% cd Initialization-Simple-Sign-FB-LDI-B
% ./a.out ../Examples/examplel5.sil
0: { x:ERR; y:ERR; z:ERR; r:ERR }

x =0, y =7,z :=7;
if ((x =y) & (y = z)) then
4:
r =z
5:
else {((x<y) | (y<x) | (y<z) | (z<y)N}
6:
r :=0
7:
fi

8: { x:ZERO; y:INI; z:INI; r:ZERO }
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Motivating example

% cd Initialization-Simple-Sign-FB-LDI-B
% ./a.out ../Examples/examplel8.sil
{ x:ERR; y:ERR }

0:

X = 7;
1:

y = 1/ x
9.

{ x:INI; y:INI }
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Improving the non-relational
analysis of assignments using the

backward analysis of its
righthandside arithmetic expression
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Although the program execution is blocked at line 1:
when x < 0 (the division requires its second argument
to be strictly positive), this fact is not taken into account
ar line 2: since the abstract assignment

Acom[X := A]R(afterp[X := A]) = R[X := Faexp[A](R) M7’

does not restricts the values of variables (other than X)
in environment R to those for which the expression A is
well-defined. (its values belonging to I, which excludes
those errors for which the execution stops).

TH
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Revisiting the forward /bottom-up
nonrelational abstract interpretation of
assignments using the backward analysis of
arithmetic expressions

By restricting the values of the variables to those for
which the expression A is well-defined, (its values be-
longing to I, which excludes those errors for which the
execution stops), we get

THEOREM.
Rcom[X := A]R(afterp[X := A]) =
Rcom[X := A](Baexp[A](R)I)(afterp[X := A])
|
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THEOREM.

afX := AJ(Rcom[X := A])R(afterp[X := A]) C
Acom[[X := A](Baexp [A](R) ?")(afterp[X := A])

Proor. By (13), we have afX := A](Rcom[X := A]) C Acom[X := A] whence
by def. (9) of aX := Ay & Ar.\.a(p(§(r))()), we have for all r and
£, &(Recom[X := AJ(%(r))(¢)) C Acom[X := A](r)¢. In particular for r =
Baexp [A](r') ?°, we get Vr' : V£ : &(Rcom[X := A](¥(Baexp [A]() ?))(£)) C
Acom[X := A](r)L.

By (33), we have o'(Baexp[A]) C Baexp[A] so that by def. (32) of
o(#) £ M dp- &«($(3(r))1(p)), we have ¥r : Vp : (Baexp[A](3(r))(p)) T
Baexp [ A] (r)p whence for p = ?” such that y(?") £ I we get Vr : &(Baexp[A](¥(r))I)
C Baexp [A](r)?". It follows, by the Galois connection property (4), that
vr': Baexp[A](¥(r')I C ¥(Baexp [A](r") 7).
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PRrROOF.

Rcom[X := A]R(afterp[X := A])
= {p[X:=1]| p € RNie€ (Faexp[A]{p}) NI} {def. Rcom§
= {p[X:=1|peRANpFA=iAi€LNTE (Faexp[A]{p}) NI} {def. (1) of
Faexp[AJRE {v|Ipe R:p+ A= v}§
= {plx:=1]|peRANTjel:pk A jNic€ (Faexp[A]{p}) NI}

= {px:=1)|pe{p eR|Fjelnl: pt- A j} At € (Faexp[A]{p}) NI}

= {p[X:=1] | p € Baexp[A](R)I A ¢ € (Faexp[A]{p}) NI} {def. (19) of
Baexp[A](R)P £ {pec R|FHc PNl:pt A= i}§

= Rcom[X := A](Baexp[A](R)I)(afterp[X := A]) {def. Rcom§

O

In the abstract, we have:

n::
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It follows by monotony of & and Rcom[X := A] that &(Rcom[X :=
A](Baexp[A](¥(r")I)(£)) C &(Rcom[X := A](¥(Baexp [A](r') ?"))(£)) and so
we conclude

afX := A](Rcom[X := A])R(afterp[X := A])

= &(Reom[X := AJ(¥(R))(afterp[X := A]))
Ar-AL-a(p((r))(£))S

def

{by def (9) of a[CJe =

= 1(:3'¢h(Rcom%[X := A](Baexp[A](7(R))I)(afterp[X := A])) {by previous

C &(Reom[X := A](7(Baexp [A](R) ?"))(afterp[X := A])) {as shown above§

cC a%x i= i]ﬂchom[[X .= A])(Baexp [A](R) ?")(afterp[X := A])) {def.
alX =

C Acom[X := A](Baexp [A](R)?")(afterp[X := A]) {by (13) so that

a[C](Rcom[C]) E Acom[C]§ g
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Implementation of the revisited 301 else if (incom 1 ) then
forward /bottom-up nonrelational abstract o P
interpretation of assignments using the 304 (join (acom t (a_bexp b ) (after t))
backward analysis of arithmetic expressions o (acom £ (a_bexp nb 1) (after £)))
else (raise (Error "IF incoherence")))
307 | (WHILE (1°, b, nb, c’, 1°°)) ->
308 let £ x = join r (acom ¢’ (a_bexp b x) (after c’))
273 (* acom.ml *) 309 in let i = 1fp (bot ()) leq f in
274 open Abstract_Syntax 310 (if (1 = 17) then i
275 open Labels 311 else if (incom 1 c’) then (acom ¢’ (a_bexp b i) 1)
276 open Aenv 312 else if (1 = 1°°) then (a_bexp ub i)
277 open Aaexp 313 else (raise (Error "WHILE incoherence")))
278 open Abepr 314 and acomseq s r 1 = match s with
279 open Fixpoint 315 | [ -> raise (Error "empty SEQ incoherence")
280 open Baexp ) 316 | [c] -> if (incom 1 c¢) then (acom c r 1)
281 (* forward abstract semantics of commands *) 317 else (raise (Error "SEQ incoherence"))
282 318 | h::t -> if (incom 1 h) then (acom h r 1)
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283 exception Error of string 319 else (acomseq t (acom h r (after h)) 1)
284 let rec acomc r 1 = 320
285 match ¢ with
286 | (SKIP (1°, 1°7)) ->
287 if (1 =1’) then r
288 else if (1 =1’’) then r
289 else (raise (Error "SKIP incoherence"))

290 | (ASSIGN (1’,x,a,1’?)) ->
291 if (1 =1°) then r
292 else if (1 = 1’’) then
293 f_ASSIGN x (a_aexp a) (b_aexp a r (Avalues.f_RANDOM ()))
294 else (raise (Error "ASSIGN incoherence"))
295 | (SEQ (1’, s, 177)) ->
296 (acomseq s r 1)
297 | (IF (1’, b, nb, t, £, 177)) ->
298 (if (1 =1’) thenr
299 else if (incom 1 t) then
300 (acom t (a_bexp b r) 1)
mir ... nir
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Motivating example ... revisited

%» cd Initialization-Simple-Sign-FB-LDI-BA
% ./a.out ../Examples/examplel8.sil
{ x:ERR; y:ERR }

0:

X = 7;
1:

y = (/%)
2:

{ x:P0OS; y:INI }
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Personal project: homework 2

— Change fileavalues.ml of the non-relational ini-
tialization and simple sign abstract interpretors
with backward analysis of expressions discussed
in this lecture to implement the finitary analysis
that you have chosen.
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THE END

My MIT web site is http://www.mit.edu/~ cousot/
The course web site is http://web.mit.edu/afs/athena.mit.edu/course/16/16.399 /www/.
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